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VPNLLPRHIEERTE s1wazduniIgan1sUssliu ISO 27001 Reference

(1.1) Backup

o a P - 2/ 4
: mydsestoyanulinau wislvawnsald
L Ve 2 o o ¥
wWadAudeyanundaainmenisaldoyagey
e

(1.2) Antivirus Software

:TWsunsutasiulada wse waudlasa

ABEATIVIU {]mnu uazidnlusunsuanam
NP ANDIVS oW

(1.3) Access Control (Public wag
Private)

: MsAIUANRUNTAIMTENISIINAISEUUN LN
2914 Public/Private vian1eglulszna uag
f19UsEINA

(1.4) Privileged Access Management
(PAM)

lwgdunisinuanulasadevasdoya
Uszinmiheuniesasansaingeananumi
Toiwasionmsfianiu asagm uaedosiunis
“l‘uavl5mﬁmnmmwmmwﬂmm‘tusumum

nt CYFENCE

finsdnsesdoyasdnaios 1 Ju wazdounddls 7 udusdrslesnuunnsgnulnedaiiuuuszuu Logical HDD wia
Physical HDD

Auug: ’[un'rsaﬁm‘uanal,wmmu JaAu Backup Tuguuuu 3-2-1
(1) dnuntaualivussuu 3 ¥a
2) ml,u'mamavlfmumﬂIuIaamanu 2 9
(3) mmwama‘l’muu Offsite ¥5® Cloud 1 4m

TngAsaUAAY Operating System (0S) ¥845UU HIS %30 Software HIS Wuedhaies uazdesiiienansuuy
atsazidunlidalau

Mﬂ‘ﬁmﬂm Next-gen Anti-virus %58 EDR %38 XDR mﬂ‘imﬂa Server mﬂLﬂ‘imLLa“aULﬂm Signature mmu
LLﬁuﬁJLﬂﬂﬁ'ﬁLL‘UU‘iuU Product wag versign agnvazidgntniau Ty Antl—Vlrus M09 Active naaaLIan

11Jﬂ'ﬁﬂ"ll,uuﬂ"l'i Phasel ﬁl“ﬂi?ﬁ]ﬁﬂUﬁﬂﬂ\iLﬂWﬂ“ﬂﬁﬂJ Server NaUWINUU IFIEJFWEIUF’IESJ Operating System (0S) wa4
5%UU HIS %39 Software HIS LUL!'?JEJ'NUEIEJ LLauﬂ'ﬂ\'ﬁJLﬂﬂ'ﬁ'ﬁLLUUﬂEﬂﬁ’ﬁuLﬂEJﬁﬂW‘UﬂLﬁ]u

H5¥UU Security ’lum‘smumu Policy n'rsl,mm'swuuwa'mmmma Pubhc Lag Private Iﬂ&mswa"maﬂmu
Iﬂaﬂsamau Operating System (0S) wp45¥UU HIS %58 Software HIS ustiaies uavdasiiionatsuuu
amqawmam‘lwmmu
(1) ddunisninnum Whitelist Port wazlsiila Port wumﬂmammamﬂmuiwmf]awu"lmm
7,19, 20, 21, 22, 23, 25, 37, 53, 69, 79, 80, 110, 111, 135, 137, 138, 139, 445, 161 443,
512 513,514, 1433, 1434, 1723,3 389, 8080 (vnﬂum'mmLﬁu’luﬂ']‘nﬂmumawrm1'5
ANYuA Source waz Destination Slwumalu) (nsailgaru Port 80, 443 9zAall WAF SLUW’HJBFI'NSJLEIENW 2.5)
(2) finnsuualau Network nm’maﬂnsmtmmw (Server) uay Elﬂﬂiiuﬁﬂ‘ll']&l (Client)
(3) llﬂ’]‘ﬂ‘ljﬂ"lu VPN 'lum‘mnmLﬂ'imaﬂn'sml,m'u'm (Server) UNUANSIENIG9URIY Public
(4) 7in15 Block n151441u International Traffic nsdllaifianugydululdan (Optional munisldaw)
(5) in151¥91u Terminal server TuN15IUNAITEUU Server WNLUNABUNAADIAUNI

mmimummﬁLmﬂﬁ“UUTmﬂ’lmmawﬁ'i“ﬂu High privileged mu

(1) @Liiunas Disable Administrator / Root / Admin UuiuUULwafJaaﬂuﬂ'\ﬂf\mm °lu'51JLLU'U Brute

Force

(2) 31 Pollcy nswdeu Password 'e]EJ'N‘LI'e]EJVIﬂ 3 1hou

(3) umimvmm Role-base access Iumswmﬁ“uu

(4) un'ﬁzﬁ'm Account anal User #ilgeuluszuy

(5) din1sm Password Tw Complex mmmma’mammaﬂ 10 Digi mamﬁlwm Lan INUTTWIAY
ImaﬂsaUﬂau Operating System (0S) v@45¥UU HIS w3® Software HIS Lﬂuammaﬂ LAZABIILENATTUUY
a819azLIuR TALIL

8.13 Information backup

8.7 Protection againts
malware

8.20 Network Security
8.21 Security of network
services

8.22 Segregation of
network

8.23 Web filtering

8.20 Network Security
8.21 Security of network
services

8.22 Segregation of
network

8.23 Web filtering

© National Telecom All Rights Reserved

U9AUNIS
AIUNTS
(Mandatory)

U9AUNIS
ALHUNTS
(Mandatory)

U9AUNIS
ALEUNTS
(Mandatory)

U9AUNIS
AUUNS
(Mandatory)
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(2.1) Business Continuity Plan (BCP)

: LHUTIAWUALLINIIATANTEUNITVDY .
Wi elinanzingansene 4 i
AHALNTZUIUNITHNTUYDINUIBY
wgRvsin, ielanunsandumnsniunisle
agaraLilDa

(2.2) Disaster Recovery site (DR)

ﬂuamiawau@ Ei'm'su LLf’ﬂ"uﬁmmsuuu
ANSAUNA MAntyInAenIRA199 Thaunsa
ulfednssaiiios

(2.3) 0S Patching

ﬂ"l‘i"li‘allLL“ﬁNﬁ]ﬂUﬂW‘S‘a\ﬂlEN‘SJUU‘UQ‘UG]H’I‘S
(0S) Mﬁa*dﬁuﬂsaﬁ“uuﬂg]‘umm*ﬂwwuauﬂ way
WAL ALAUENL)T AN TS
UsganSawlnaau

nt CYFENCE

sngagidgaiivenisussdiu

fn1snaaau Business Continuity Plan (BCP) atinstlas Uay 1 AS3 wag Yn159nvins1841utetunaun1saidunisn
Farnusuiszezaaniunsuazgnneitedunmsaidunisaeal

(1) ﬂﬁﬁUﬁ‘lﬂ'ﬁﬁ]ﬁﬂ’ﬁﬂ?’mLﬁﬂﬂ (Risk Management)
(2) N15USNI5IANITATU Resource (Resourge Management)

(3) m‘i')'lﬁl,l,cdummmaLuadaﬁﬂqiﬂawtnﬂwu (Business Continuity Planning)

(4) nsnadau (Testing)
(5) nsusuussuazunly (Review & Update)

5.30 ICT readiness for
business continuity

InuAsauAgu Operating System (0S) ¥a5zUU HIS %58 Software HIS Wuatatios uazdasiilonaisuuvatvazidon
Tvitaiau

fiszuu Disaster Recovery site (DR) Tunsdigniduissuuvaniidaymuayliguseldanls
Tnvaedeall DR-Site Tnudna1nuasgu 15027001 uaztianuiuldnudail

(1) ‘qulu'ﬁlﬂ\ﬁu‘W]'WQ DC-Site f'ﬁ"u DR-Site ﬁaalajﬁaﬂn'.i'l 60 Alaluns
(2) maam“"uug’mmauammﬂma&m\m‘aa 1 S“‘U‘U’tlyuu DR-site
(3)RTO foawniunseliunnnii = 24 Wﬂm ‘WiEl‘U‘L!E]EJﬂ‘U Solution
(4) RPO dlaswindundelainnnndn = 24 Halas
(5) maamaﬂm‘iﬂ‘sﬂwam‘mﬂag‘um‘immum‘i DR-Site
(6) iu‘uumammmmu 150 Aetiiduetnetion
- 1S027001: Information Security Management System
- 1SO27799 : Health Informatics-Information Security Management

5.30 ICT readiness for
business continuity

InuAsauAgu Operating System (0S) Y45z UU HIS %58 Software HIS 1Wuagnsiios uavsasdilonaisuuuagnsaziden
Trtmau

fin159ULAm Security Patching luse@u Operating System 4 Wlndows / Linux nne. 6 gﬁau nsaviunwInd Critical
security patching Iﬂﬂm‘im‘s'mﬁamlummvluu Secunty Patch s¥@U Critical , High tAndiu Iﬂﬂﬂ‘ia‘umau Operating

System (OS) ¥8458UU HIS "3 Software HIS {uagiias u,awmaamaﬂmmuuamqa“mwﬂ,‘nmmu 8.8 Management of

technical vulnerabilities

ISO 27001 Reference

U9AUNIS
ALPUNTS
(Mandatory)

o =
fndanlunis
ALHUNTS
(Optional)

U4AUNIS
ALHUNTS
(Mandatory)

© National Telecom All Rights Reserved



e P G R VR VG sqgazduniivan1sUsEiu ISO 27001 Reference

(2.4) Multi-Factor Authentication (2FA) finsldnusyuu Multi-Factor Authentication (2FA) iiedudusianu 2 dulunisidndsszuusneg dwmsu Admin fild

AUTLUUAI
m‘sauaumﬁlu 2 T Lﬂiflﬂﬂziﬂ%ﬁ‘i“uu yY (1) 15 Login wuu Multi-factor lUgasguu VPN Access
Lmuwmwumauwmwuﬂ VHITUBUTDYA (2) N5 Login wuu Multi-factor lUgiaaunsal Network U9AUNTS
wuEaLenimdenn WA (3) 15 Login wuu Multi-factor 1‘1JEJ~‘1mJﬂ‘5§u Security 8.5 Secure authentication ANTIUNIS
(4) 15 Login LU Multi-factor U3 Hyperwsor (Mandatory)
(5) N5 Login wuu Multi-factor Ugis Operating system

:{ﬂaﬂsamau Operating System (0S) ¥843%UU HIS %38 Software HIS {usdeiias nazhasdionaisuuvetasidun
nyALaU

(2.5) Web Application Firewall (WAF) fins14971u Web Application Firewall (WAF) ﬂimmmuuutﬂu Web Appllcatlon 1uiLILLUUCloud security
L‘wafjaanumﬂmmmummﬁm OWASP TOp 10 vlﬂ LU‘L!E]EJ"I\TN@EJW]SJS'IUﬁ“Laﬂﬂﬂﬁu

s szuutasiunislaudnsluiuesdmsuiu
LL@WWﬁLﬂ’UuIﬂEJLQW']“’ Lwai’lmﬂum'ﬂaum"lu

Hﬂiu‘UUL’J‘U LL’eJ‘INWﬂLF\‘liu?.IE]x‘lﬂx‘lﬂﬂ‘i

(1) Broken Access Control

(2) Cryptographic Failures

(3) Injection

(4) Insecure Design U9AUNIS
(5) Security Misconfiguration 8.23 Web filtering antiunig
(6) Vulnerable and Outdated Components (Mandatory)
(7) Identification and Authentication Failures

(8) Software and Data Integrity Failures

(9) Security Logging and Monitoring Failures

(10) Server-Side Request Forgery (SSRF)

Reference : https://owasp.org/www-project-top-ten/ nazdasilonaisuuuatazidanlidniay

(2.6) Log Management fiszuuni1sannu Log Butmasitn uazAeuiiiAes mu w.5.u. ag1atios 90 Ju Inesivazidannisnun Samunns
2 = ] L= a
zRpdianaIshuus ez dualazdaLI 8.15 Logging T
: MITANUTOYARIIMNIABURIADS (Mandatory)

nt CYFENCE
Securing your Business © National Telecom All Rights Reserved



Urunang s1gazdgnIYan1sUILEIY ISO 27001 Reference

tion & Event fiszuu SIEM a1 anInsERwgfinssuuad Cyber Attack UyszuUAljusn1sNIsEAU Infrastructure
uaz Operating system (0S) 1nBagFaIARBUARNNTITNTINTUNUGIUAIL
| og WAg Event A4 9 (2.7.1) Common Alert Trigge ,
MNUTUlYUP 2.7.1.1 A5993UUAZUAUADUNITUNINALTINITEUULATOUIY NSWENEIU Brute force Login 1U1sEuUMasnIs
uUaeaduviaian Scan Port (Port Scanmng)
luwmﬂﬁlﬂﬂmﬂw 2.7.1.2 Malware-Virus Detection #3793UKAZLIADY Malware 138 Virus 39ANHANTTURG 9 ‘Vll,nﬂ’uu VEh)
m’[wmmmﬂmﬂu 970 Signature
814570157 27.13 Blfckhst IP n1smsaadunazudafiounisidngs 1P Address 7ivdu Blacklist LLauiuum'anﬂ Connection
f

2.7.1.4 Unauthorized Access m‘sm‘swaum‘snmmeuamama'iuuuw"lsflm'm,pumw v3elaifansiinaeszuy
2.7.1.5 DDoS Attack mwmaa‘qumnﬁumﬂamﬁluiﬂwwm DDoS léaneusnuazniely 816 Monitoring Activiti
2.7.1.6 Data Breaches msm’aa]amLLauummaumsauummslmm°uauammﬂmmaﬁwuuﬂuaumm Twdnna  © onitoring Activities

(2.7.2) Alert & Notification
2721 mmmuml,maumlﬂumuma 9 mﬂwuu"lﬂmuvm Email wag Chat
2.7.2.2 @nnsaudasiousiny 10C "lﬂﬂﬂwu')ﬂmuau o e

(2.7.3) Dashboard & Report
2.7.3.1 il Dashboard LwamUﬂmmum’maaqumnﬁnwﬂﬂﬂm‘wmm"uunmuuuimElmm'smmqm'm Severity
ladnausuned Tlmestamp

2.7.3.2 Nﬂ?'iﬂ‘il] Report Us*’mmaumaswmummmimmaq mnmmu’lmmu

InaAsauAgu Operating System (0S) ¥845¥UU HIS 130 Software HIS {Wusgatiay uazdosdiienansuuuagisaziden
Tridmiau

sessment (VA fimsaiiunis Vulnerability Assessment (VA Scan) agnstioaUag, 1 A59 Tusgau Operating system (0S) lnvagzhas
guiiunisunle CVE uazdednisneaiiindulaeasnahifinnuidssszau Critical , High Tuszuufnsiadeu 1ng
. = [ ' o 4 = ' = 2/
ASBUARY Operating System (0S) V832UV HIS 138 Software HIS iWusgneios uazdaaditonaisuuusgvaziden v

FTUY Welimsuge  SAIY 8.8 Management o _
technical vulnerabilities
Uﬂ’!"ISJ‘i‘LILL‘N U
m‘mn‘[m‘sn‘s‘smmaua
e —

U9AUNTS
ALUUNTT
(Mandatory)

UIAUNIS
ALTUNS
(Mandatory)

© National Telecom All Rights Reserved



WA ULALIAN s1gazduARITan1sUSELIU ISO 27001 Reference

(3.1) Software Update #in159ULAn Software Patching ¥945¥UU HIS uaziin15yin Penetration Testing agatioatlay 1 A } 1 ot i

150 Hin1590n Major version lagagiassiiunisunludeslnily 5¥AU Severity Critical uaz High Wuegneies oy . nstallation Ot‘ JI8UNIS
o f o = ! ¥ wmaaa) sortware on operation o a
. N15M379@BY Version 484 Software Wiy ATBUARY Opsra’girlg,System (0S) ¥e952UU HIS %58 Software HIS [Wuetetios wazholianans i ftwgre e Fnduns
Q 1 o oy 1 1 & = 3

Version Update agn ineUntasluifiiogy  WHUDBIINAZBURINTALRU operation systems (Mandatory)

Tu Software Version fiaumtin

(3.2) Penetration Testing 1in15vi Penetration Testing 484 Web Application luguuuuwas Graybox %38 Blockbox peingtiestay 1 A1 uaz ST A U9AUNS
adunsunlulagaznoddatdasiniszau Severity Critical , High iinduunaz lifiveduiniintuniuuinsgiu OWASP b lg st Andunns
TOP10 uazdasilianansiuuegasidenlidniau echnicat vuinerabiiities (Mandatory)

: NMINAFDUNTLREITEUU

nt CYFENCE
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CYFENCE

A Home / dmuszundufius / Dashboard mssnseumsinwanusiuaslasnsdslaves dinnuldansensisasnsuge

Dashboard N158n5EAUNISSNEIANNTUAIUanNe lLUas ﬁ’]‘ljﬂd1uﬂ§®ﬂ§8Wi?Qaﬂﬁﬂﬁmﬁj%

wuININITUIELU Cybersecurity @1m3U W.
WUIN1IN15UTELHY cybersecurity dashboard

* AMZNITUNIT/ANLINIU CISO seAulwaguaIn Wunulesuussilu Cybersecurity Dashboard
® S¥YYLIAN N.A. - N.8. 67 LHANZNITUNIT/AMEYINU CISO SEAUe MUnumn1sUsylin Cybersecurity Assessment Matrix lagazldnauszidinann
a o = = o ' o aJ @Y v
UIENLENTY 1I0n529Us8LTUA UL UAMENTIUNNS/AtIEYNa1U CISO S¥AuLua Ala
e ava. Suteyanausuiiiu (Wer/en, 1naed/nans, WAY/ge) 91N AMENTIUNIT/AMEYNNIY CISO SEAULURAYAN
¢ lagdndan health-cirt@moph.go.th NnTungWaud Ana.ag Update 1ayanniuAnsindu Dashboard

(https://ict.moph.go.th/th/extension/1524)

aaus #.a.67 1udulvazldinasilmifivhnisanasiuwnguainis 12 waganmn

ustin InsAuurALLKOLNE d1fie (UKaBu) @cyfence
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ATy (sia)

B0, TN TOHBE FUTR oo emome e seemsmmmsemses e sesesseemmmsesnreseseeesrarom 2

3L uTEm e

32, uSEm waa (Usamdlng) s ..
33, uSem wila gala timIind (UTEnAlnn) F90 e 5B

34, UTEM nuny Bnelete Swleda Sin.
35, T lewuadaseu svia_
36, WM Seme SR SR 62
3T, UTEN MIUAARUTEAMUUA TR (UTBUD oo ensmses e 5

38, uTEM maTlae dm )

39, UM Ingnstiuudadssmdlee dana .
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2.1 Business Continuity Plan (BCP)

BACKUP 2.2 Disaster Recovery Site (DR) 3.1 Software Update

Antivirus Software 2.3 0S Patching 3.2 Penetration Testing

3.3 Dashboard

Access Control
(Public Lla: Private)

2.4 Multi—Factor Authentication

4 : -
2.5 Web Application Firewall 3.4 Cybersecurity Operations
Privileged Access Center (CSOC)
Management (PAM) 2.6 Log Management
S 2.7 Secruity Information & Event Mnt
k 2.8 Vulnerbility Assessment
i,
l.l' usEn TnsAUUIAULIKOBYE 31e (UKABU) @cyfence

[ ]
nt CYFENCE www.cyfence.com | Contact Center 1888 0 o @ @ o e @




USN1SYD0 NT érun1sUSuUso “ht

[ = -
CYFENCE
L
ssuundWUaaanelsluas
USN1S NT Backup
dnasdisaoadioyaasnaliae 135u
uazgaunacle 7 Sullusgolios
@IULIASTIU WIUSzUU NT cloud
File Udu Cloud
5:500 GB 1AM 2,200 uIn
USNIs Antivirus M:1,000 GB $1A1 4,200 LN
. » BACKUP L:2,000 GB
dusnastAfoluud@adiovu Server & $7A1 8,200 LN
wa=bdusnisdiKsu Client e Bof ik Ere
Tagatuisadanidleaarundiugiaons -
usnis All@Secure
2,900 Access Control
(Public Llaz Private) Ds:uu Security Tun1sAIUAW Policy
19,200 mstindos:-uuRdAngionno Public La: Private
Privileged Access Tao awnsaate PortilAd WAz Taulousld
Management (PAM) IIUQJZQEE'., VPN Lla: Block CQHI‘IEC.FIQI‘I y
saudatAAuu=Urlunisriakue Policy La: nasao
Alnstdatiosino g
15UdiU 4,400 UAN (Concurrent Device 100)
1] usin TnsAuurALUKOLIE dafia (UKaou) @cyfence

n ﬂFE-EE www.cyfence.com | Contact Center 1888 ‘, o . @ @ o @



USNISYDY NT a1UNISUSUUSO Hg
ssuundTUUaaanulsluas cyrence

tldgonano

USN1S Business Resiliency

UsSn1s DR-SITE

USNISUSHASADIUEDITROILUUASUIIDS
\atiisshoalusnditusale
wiiesanmsniliaiaidu wu lsps=ua
drou Twlkd Us=fido fan1s3ne gag

USNISWUR DR SITE (Warm Site)

CALL

CALL

ADS6O0NA

uUsnIs All@Secure

Business Cnntinuity Plan (BCP) uUndaas:uu Web Application 81U OWASP Top 10 : 2021

Wuaunsnidunissnuindiudasaies=uu IT I5U6iu Bandwidth 10 Mbps

aluasari MFA rauldintio

% giiv i Disaster Recovery Site (DR)
aUnstu Firwalle La:zlASaune

51A1 3,500 uan/Eau

ISUGiU 4,400 UIN (Concurrent Device 100)

OS Patching
USN1S Mini SIEM UsSn1s CSM

A s Multi-Factor Authentication
UsN1Ss Vulnerbility Assessment

iivdaneau w.s.u. soutiorianasiilas:=3o

Web Application Firewall HazudoidiausuinatkaionnAIL

UsNMsasIddautaalHIuaas:UU
giousdaalkitlunszusumsriioiuuaas=uu
18sSWioas ta=nSadie TUoudivaunsnisneAdulasans

Log Management MIMI SIEM 200 EPS s1A1 21,200 d@al@au

110 EPS s1AY 23,900 @aléiau

*

Secruity Information & Event Mnt

15U6iu 21,000 un/ ASo TUIAU 5 IP

saAvdolUsou Event Collector
Vulnerbility Assessment

- usEn ThsavurALuKoLE d9na (LUKaou) @cyfence
n CYFEMCE
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USNISYdO NT @IUN1SUSUUSO |.|-h t
stuundTWUasenglsluas crrence

1Fo06in

' USNIS Penetration Testing

USNISNE&EIUNISUNSNS:UUEIENSTIa0IHeN"S
nilatinsubiowans:=nuuaadaalkl uazunluusulso
JasaU

LWUA2WLTUAD

1s=uU I5UEU 80,000 LN
3.1 Software Update

3.2 Penetration Testing

usn1s Cybersecurity Monitoring

usnistis=JoneAnAunIvéulowes uaAulasans

JativdaniduAudnano ua:Okl199 Dashboard waas:uuinaluladaisauinAuugudufans

3 . Cybersecurity Operations
Teoaofualin Data Center UDOEIID0

Cybersecurity Operations Center (CS0C)
Center (CSOC)
200 EPS s7A1 21,200 Giat@au =L 110 EPS 51A" 23,900 saiéiau
*  sqadolusou Event Collector
(MW usEn TnsAUUIALLHOENE 39fia (UKIBU) @cyfence
Nt o
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Mini SIEM

Dashboard

Log management

Smart Report & Alert

Standard Warranty 5x8xNBD (Remote Only)

WlBUSN1S Monitor @28190
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Cybersecurity
Monitoring

Monitoring 24x7

Log 90 Su

Log LluU off-line sz8:10a1 1U

USNASLIDOLEIaU (Incident Notification)

5arin Use Case THd1uou 17 use cases/U (ASoltsn)

96N1 Customize Use Case (Advance  Analytic & Threat
Intelligence) (K91UDU 12 use cases/U

d@n1 SIEM portal access (5 92UdU 1 account
USN1S Web Monitoring 1 Webpages
9@n1 Monthly Report
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CERTIFICATE

FROST & SULLIVAN

FROST & SULLIVAN

BEST BEST

PRACTICES PRACTICES

AWARD AWARD

THAILAND
MAMAGED SECURITY MAMNAGED SECURITY SERVICE
SERVICE PROVIDER OF THE YEAR PROVIDER OF THE YEAR

THAILAND

lésuuautususaoulasgIu

| Iso/1EC 27001:2013
StUUUSHISIANISADIUITUAOUADANEENSEULNA
vooAUgURUGNISLins=doneAnAUszuUInAlulagiansaulnF (SOC)

2INUSBN USBN NW uasa (Us:ztnrlng) 31Ma (TUV NORD)

Managed Security Service Provider Award
Frost & Sullivan Thailand Excellence Awards 2016—-2017
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UsNAs Vulnerbility Assessment ' SIS Renstration Tesking

USN1ISNAEdUNISUNSNS=UUEDENTSINa20LHENS
nitiatinsIuBowans=NuYaBaoTK3 ta:zuATuUSUUSD
Ja3au

U2NIINUSNISESIVEDULE20TKIUDISUULIAD
2:=Un1ss1801UANIU=UNTUNSE SIAEU
software Version 2InWan1sn1s Scan s29lkd

LWUAIIUUAD

S R 1 S:UU I1SUGU 80,000 UAN
1SU6U 21,000 uan/ ASO TULIAU 5 IP

3.1 Software Update

3.2 Penetration Testin _ . . .
g USN1s Cybersecurity Monitoring

3.3 Dashboard L _ , _
uSnastias=3oneAnAWNIREUlBLUaS LlazAdIWUa6ane

Satfudantdugudnano La=iiklinge Dashboard 3.4 Cybersecurity Operations vaos=uulnAluladansaunALIUAUIUHUANS
Tas@oAUETSN Data Center ¥2061D100 Center (CSOC) Cybersecurity Operations Center (CSOC)

MINI SIEM 200 EPS s1A1 21,200 Gial&au

CsM 110 EPS s1A1 23,900 6laléiau

*  s1Adolisou Event Collector
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Cybersecurity Self Assessment
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Log Management
Software Update

0S Patching

SIEM
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1 Backup

2 Anti-Virus

3 Access Control
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! External / Cloud: 3l
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Security Patch

4 PAM

5 BCP

] DR-Site

7 OS Patching
8 MFA
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